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Abstract

This study examines the prevalence and predictors of trade scams related to online video games, which is

an emergent field of cyber-victimization. Using self-report data from a representative Danish survey among
Danish children and adolescents (n = 1,026) conducted in 2022, we estimate that 36% of participants who are
engaged in trading virtual items or game accounts have experienced a trade scam. The study applied lifestyle
routine activities theory to explain risk of trade scam victimization, and logistic regressions were used to
determine routine activities associated with such risk. Analyses show that game characteristics, use of trading
sites, and engagement in risky online activities are associated with elevated risks of experiencing gaming
related trade scams.
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While possibilities for interaction have increased dramatically by online gaming and com-
munication platforms, the internet has also laid the ground for various forms of cybercrime
and cybervictimization (Almadhoor, 2021; Lee, 2022; Stevens et al., 2021). As pointed out
by Holt (2023), there has been an increase in economically motivated cybercrimes over
the last decade which has not been recorded in official statistics One such form of cyber-
crime may be cyber scams related to trades with items related to online computer gaming.
In recent years, and particularly during the COVID-19 pandemic and social restrictions,
there have been reports of trade scams among gamers (Cook, 2016; Lane, 2018; Kaspersky,
2023) with evidence of scammers generating more than 2,000 euros a week (Winkie, 2022).
Despite the apparently significant scope of this type of online victimization, at present no
game statistics or surveys among gamers have established reliable measures, based on rep-
resentative samples, of the prevalence of this phenomenon. Following from this, robust
information regarding the profile of the victims of this emerging type of cybercrime is very
limited.
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License (https://creativecommons.org/licenses/by/4.0/).
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Background

Taken as a whole, online gaming (broadly defined as video games played through the
internet) is a highly popular global entertainment activity with an estimated 6.2 billion
players in 2023 (Liao, 2020), and an estimated revenue of 32.9 billion USD for the
global online gaming market in 2027 (Statista, 2022). Many computer games involve
options to earn, win or buy virtual items (sometimes referred to as ‘skins’) that may
improve the player’s performance or can be used to customize or enhance an avatar or a
weapon in a particular game. In some games, such virtual items can be bought for game-
specific currencies, and in others for real-life currency. Therefore, selling of virtual items
has developed into a significant revenue model for online game providers (Hamari &
Lehdonvirta, 2010; Jarvinen, 2018; Thorhauge & Nielsen, 2021). As virtual items repre-
sent a certain symbolic and/or monetary value (Chen et al., 2005), these items are often
traded among online gamers. While most virtual items are traded for relatively small
amounts, some virtual items represent very high values and are traded for thousands
of dollars (Ku et al., 2007). Trades of virtual items, or of entire player accounts, among
players takes place on game distribution platforms such as Steam, various game-external
trading platforms such as eBay, in player-to-player communication, or by using inte-
grated inter-player trading features (such the trade functions in Runescape or Roblox).
Trades are also arranged by way of a trusted third person who holds the items until pay-
ment and items are delivered.

Scams encompass a perpetrator that offers a victim an apparently bullet-proof opportu-
nity to make a profit by way of manipulation (MacKenzie, 2022). Trade scams, then, may be
defined as an “act of acquiring items or any other possession from another player through
misinformation, confusion, or fraud” (Blizzard Entertainment, 2022). As such, scams
should be counted as acts of theft (Strikwerda, 2012) corresponding to cyber-deception/
theft in Wall's (2001) well-established cybercrime typology. Gaming related trade scams
come in different forms. First, scams can take place within inter-player trade functions (see
En & Lan, 2011). Second, they can be performed as social engineering whereby individuals
are manipulated by a perpetrator to perform actions (such as sending an item) or disclos-
ing confidential information (Meyer, 2011). As a subtype of social engineering, there are
confidence scams by which a perpetrator manipulates a victim, such as a user of the gaming
platform Steam or Roblox, to provide access to his or her player account acquiring items of
value, demand a ransom to release it, or otherwise take advantage of having accessed the
account (Winkie, 2022).

While the gaming community encompasses a wide range of groups, young people may be
particularly vulnerable to cyber scams as they tend to be frequent users of online communi-
ties while also being relatively socially inexperienced in terms of risk assessment (Oksanen
& Keipi, 2013; Holt & Bossler, 2009). Data from the UK (Communications Consumer Panel,
2020) suggests that younger age groups tend to be more susceptible to being scammed than
older groups, and that young people account for most cyber scams experienced in the UK.
Although there is a considerable volume of research examining the prevalence and different
forms of cybervictimization among young people, the literature on online gaming trade
scams is limited. As online gaming is a rapidly developing industry with millions of young
daily users worldwide, and as youth gaming behaviors may be associated with online fraud
victimization (Gainsbury et al., 2019), there is a need to examine the prevalence of gaming
related scams and their correlates.
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Literature review

While research on scams in trades of gaming-related items is scarce, some studies have
examined negative online consequences and related risk factors. In a survey of 1,777 adult
Australian internet users, Gainsbury et al. (2019) found that experience of online victim-
ization was associated with engagement with online pornography sites, gaming sites, and
multiple discussion forums, and expenditure on pornography, dating and gaming sites. Of
particular interest, this study found a positive relationship between time spent on gam-
ing and diverse gaming involvement on the one hand and risk of being a victim of tar-
geted scams on the other. Additionally, time spent on gaming was found to be positively
correlated with elevated risk of experience fraud, hacking, and identity theft. In terms of
demographics, a study by Chang et al. (2016) found that adolescents living in rural areas
had elevated risks of having their virtual items stolen compared to their urban counterparts.
Similarly, age (younger age groups) and gender (male) were positively correlated with risk
of online theft experience. In a related study, based on a convenience sample of 984 online
gamers, Patterson et al. (2013) found that 23% of the participants had been victims of vir-
tual property theft. Sixteen percent of these victims reported the theft to have taken place
in trades of virtual items.

Another branch of related research has examined criminal records to typologize online
gaming crimes and the persons involved. In a content analysis of 2,179 Taiwanese criminal
cases of online gaming crimes registered between 2002 and 2004, Ku et al. (2007) identi-
fied four subtypes of crimes: theft, fraud, conversion, and receipt of stolen property, with
theft and fraud constituting the majority of the online gaming crimes. While there was
no examination of victim characteristics, the study found that offenders were primarily
male, relatively young (the majority within the age range of 15-25 years), students, work-
ers, unemployed, and typically with no criminal record. A more recent study examined
the roles that cybercriminals may adopt in the value chains of the online criminal market
(Cai et al., 2018). This study identified four specific types of value chains: real asset theft,
network virtual asset theft, internet resources and service abuse, and hacking techniques.
Of the total number of cases, network virtual asset theft was the least frequent crime, repre-
senting 15.63% of the cases. In terms of victim behavior characteristics, a study by Kim et al.
(2017), based on log information from online game servers, found that victims of account
theft had higher activity in trading virtual items compared to other users, and that their
accounts were used by the perpetrator to create or sell virtual items.

Research using qualitative data and case-study design has provided evidence of various
aspects related to the construction and experience of virtual item theft as a form of online
victimization. Based on an ethnographic study in an online role-playing game, Downing
(2010) examined how a group of players constituting a so-called “guild of thieves” who steal
goods from other players construct virtual victimization in relation to virtual property and
theft. He found that, although objectively victims of theft lose valuable items, the construc-
tion of victimization is based on a validation from the gaming community and that victims
of theft experience it as a much more “real” victimization than other harmful actions in the
online gaming world. Craft (2007) conduced a moral analysis of theft and other immoral
behavior in the virtual world of EVE Online and concluded that luring virtual items from
players is experienced as breaches of trust, since members of these worlds have not pro-
vided their informed consent to the nature of an environment in which such actions are
acceptable.
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While there is extensive research literature on cybercrime, only a few studies have
examined scams in trades with virtual gaming items. Thus, there are important gaps in the
research literature, one significant and conspicuous one being the prevalence and correlates
of victims of such fraud among young gamers. In other words, there is little knowledge
regarding the prevalence of these types of cyber scams or of the risk profiles of the victims.
While research on correlates of victimization of online gaming-related trading scams is
scarce, there is evidence of positive associations between online victimization and personal
computer skills (Bergmann et al., 2018), internet routines (Pratt et al., 2010), and risky and
deviant internet activities (Reyns et al., 2011).

Theoretical approach
This study applies lifestyle-routine activity theory (LRAT) to examine risks of victimiza-
tion in trades with virtual items from computer games. In criminological literature (Ngo
& Paternoster, 2011; Reyns et al., 2011; Vakhitova et al., 2019), it is common to understand
LRAT as an integration of lifestyle exposure theory (Hindelang et al., 1978) and routine
activities theory (Cohen & Felson, 1979) suggested by Miethe and Meier (1990). Whereas
lifestyle exposure theory emphasizes risky lifestyles (exposure to times, places, and people
of elevated risk) in explaining victimization, routine activities theory states that victimiza-
tion occurs in situations involving motivated offenders, suitable targets, and the absence of
capable guardians without attributing the convergency directly to the victim’s risky activities
(Pratt & Turanovic, 2016). Combining these two theories, LRAT assumes that victimization
is determined by the co-presence of four distinct factors: exposure to risky situations, prox-
imity to motivated offenders, target attractiveness, and the absence of capable guardians
(Vakhitova et al., 2016). In other words, LRAT suggests that there is an elevated risk of
victimization when a motivated offender and an attractive target come into contact in a sit-
uation where there is no capable guardian to prevent the crime (Ngo & Paternoster, 2011).
LRAT was developed before the Internet era, and therefore assumed that offenders and
victims come into contact in physical time and space. However, recently, various studies
(Bossler & Holt, 2009; Choi, 2008; Reyns & Hensson, 2016; Williams, 2016) have employed
LRAT to examine various types of cybercrime and cybervictimization. Taken as a whole,
studies applying LRAT to online crime have provided inconsistent support for the theory in
accounting for risk of online victimization (Ngo & Paternoster, 2011). Examining this, some
authors have argued that significant differences between terrestrial and virtual worlds limit
LRAT’s appropriateness in studies in online contexts in general (Yar, 2005), while others have
pointed to different measurements (Reyns et al., 2011) and the inclusion of different types of
cybercrime victimization in the same study (Vakhitova et al., 2016) as possible explanations.
While studies of cybercrimes applying LRAT have shown mixed results as regards the predic-
tive power of capable guardians, other research has shown more consistent results with regard
to the applicability of routine activities (Williams, 2016). Regarding target attractiveness,
previous studies of cybervictimization using LRAT have suggested that opening links and
posting personal information are associated with online victimization (Ngo & Paternoster,
2011; Reyns, 2015). In terms of exposure to risk, some studies have found that engagement in
deviant or risky online activities (Bossler & Holt, 2009), time spent online (Milani et al., 2022),
and on specific activities increase the risk of exposure to online offenders and of victimization
(Nasi et al., 2021; Ngo & Paternoster, 2011), albeit with some research finding only limited
predictive value of such measures (Bossler et al., 2012). Target attractiveness was originally
measured as the material attractiveness or desirability of a person and has been measured
by social media behavior and participation in online discussions with some predictive value
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(Vakhitova et al., 2019). As for technical or social guardianship, the existing literature has also
provided mixed results, albeit with studies finding a technologically capable guardian to have
some protective value (Choi, 2008; Leukfeldt & Yar, 2016).

In sum, LRAT proposes that the likelihood of becoming a crime victim increases for indi-
viduals who are exposed to risk, in proximity to potential offenders, constitute an attractive
target in the absence of capable guardians (Vakhitova et al., 2019). Further, the mixed results
in applying LRAT to cybercrime victimization have spurred discussions regarding the use-
fulness of this framework in accounting for online phenomena with a particular focus on
whether victims, offenders and guardians can be viewed as being co-present in time and place
in online environments (see Reyns et al., 2011; Yar, 2005). Addressing this debate, Vakhitova
et al. (2016) have emphasized the significance of addressing challenges such as how to opera-
tionalize exposure to online risk, an attractive online target, or capable guardians in a cyber-
space context when using LRAT to account for cybercrime victimization. In this study, we use
online-adapted LRAT-measures that have been found to have some association with cyber-
victimization to examine the correlates of scam victimization in trading virtual gaming items.

Study aims

This study investigated how victimization in online gaming-related trade scams was associ-
ated with online routines, online literacy, and risky online behaviors. The study addressed
the following research questions: (1) What is the prevalence of victimization of scams in
trades with virtual gaming items and game accounts among young people? (2) How do
young people’s online routine activities correlate with victimization in trades with virtual
gaming items and game accounts?

Methods

Sample

The study is based on a survey among a representative sample of Danish children and young
people. A sample of 7,500 individuals (6,727 children aged 9-17 years and 773 young people
aged 18 years) was randomly drawn from the Danish Civil Registration System. Digital invita-
tion letters were sent to participants’ digital mailbox service. For participants under the age of
18, digital invitation letters were sent to both parents if possible. Participants aged 18 received
the invitation letter in their own personal digital mailbox. The invitation letter explained the
purpose of the study, data protection measures, anonymity measures, opportunity to provide
consent, and information regarding incentives (60 cinema tickets were randomly distributed
among completed surveys) and contained a link to a web questionnaire. Informed consent
was thus provided by the parents of participants under 18, whereas participants over 18 pro-
vided informed consent on their own behalf. The survey was carried out in the fourth quarter
of 2022 with two reminders administered via the Danish digital mailbox service.

Sample characteristics

From the total sample of 7,500, the net sample included data from 1,186 participants,
including partially completed questionnaires with at least one answer in the theme section
(response rate: 15.8%). In the final sample (n = 1,026), partially completed questionaries
were excluded (response rate: 13.7%). Missing values or inaccurate age information were
corrected using information from participants’ social security number. In terms of represen-
tativeness, the sample included an insignificant higher proportion of males compared to the
general population (see Table 1). The distribution of age groups, on the other hand, showed
multiple significant proportions in relation to the total population. The current study used
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data from participants reporting engagement with online video games in the past 12 months
(n = 887), which constituted 86.45% of the net sample. Among this subsample, 487 partici-

pants reported having engaged in trades with virtual items and game accounts.

Table 1. Gender and age distribution for sample and total population

Variables Sample Population Z test for difference

Gender
Male 0.521 (535) 0.512 (341,704) p=0.281
Female 0.479 (491) 0.482 (325,478) p=0.425

Age
9-11 0.288 (296) 0.282 (188,080) p=0.319
12-14 0.338 (347) 0.306 (204,157) p=0.012
15-16 0.198 (203) 0.206 (137,250) p=0.268
17-18 0.167 (171) 0.206 (137,695) p=0.001

Source: Statistics Denmark, FOLK1A, 2™ quarter 2022.
Note: Age of participants was set to the age at date of data extraction (June 27, 2022).

Survey instrument

The survey instrument was divided into five main parts: (1) demographic information
(age, gender, leisure activities, income), (2) gaming behavior, (3) virtual item and account
trading, (4) experience of trade scams, and (5) general online behavior and digital literacy.
The questionnaire was piloted on a group of children and young people recruited via the
author’s professional network and in a Danish lower secondary school. The pilot testing
resulted in minor changes to the questionnaire, which included a total of 37 items.

Measures

Demographic profile

Demographic variables on gender and age were included to examine scam experiences
across demographic groups. Age and gender were also used as control variables in logistic
regression analysis.

Target attractiveness

According to Reyns et al. (2011) and Guerra & Ingram (2022), an attractive online target
may be conceived as an individual holding items of social or monetary value. In the context
of gaming related trade scams, an attractive online target may therefore be an individual
holding virtual items or game accounts of value. A person’s digital inventory on the Steam
platform, for example, will display the possession of valuable items, just as a history of item
or account trading will be visible to other users and therefore to potential offenders. In
estimating the value of a suitable target, participants were asked if they had bought a virtual
item (response categories: no/yes), traded a virtual item (response categories: no/yes), or
traded gaming accounts (response categories: no/yes) in the last 12 months.

Online exposure to risk

Originally, LRAT assumed that time spent away from home increases the risk of victim-
ization, which is not applicable in studies of online behavior. Instead, online exposure to
risk may be conceptualized as time spent online, presence in online communities, and use
of social media (Leukfeldt, 2014; Leukfeldt & Yar, 2016; Vakhitova et al., 2019). Following



NORDIC JOURNAL OF CRIMINOLOGY | VOLUME 24 | 2-2023 7

this, participants were asked how often they play video games (not at all, once a month,
once a week, daily, or several times a day) and how much time they spent playing video
games last week (response categories: 1 = 0-10 hours, 2 = 11-20 hours, 3 = 21-30 hours,
and 4 = 31 or more hours). Participants were also asked to estimate the volume of their
online activity (response categories: 1 = not online on weekdays, 2 = 0-1 hours, 3 = 2-3
hours, 4 = 4-5 hours, and 5 = 6 or more hours) and how many hours they spend on a week-
end day (response categories: 1 = not online on weekends, 2 = 0-1 hours, 3 = 2-3 hours,
4 = 4-5 hours, and 5 = 6 or more hours). Finally, participants were asked to report their
online activities and social media use. Items were based on a scale measuring online activ-
ities provided by Smahel et al. (2020) and consisted of the following activities: Writing to
friends or family, doing schoolwork, being on social media, listening to music, watching
shows or streams, buying things online, following news, following others’ lives, learn-
ing new things, doing hobbies, and passing time. Also, items involved a scale for use of
social media, including Facebook, TikTok, Instagram, Snapchat, Twitter, Discord, Twitch,
YouTube, Reddit, and others.

Guardianship

As online scams involve personal contacts and personal communication, the questionnaire
did not include items on technical guardians such as firewall or anti-virus programs, which
will have no protective effect against trade scams. Following Vakhitova et al. (2019) and
Vakhitova et al. (2016), guardianship was operationalized as the personal support from
parents, peers, and online communities. As for parent guardianship, only items on active
parental mediation defined as the use of various prevention strategies, such as setting rules
of use, to manage children’s online involvement (Nikken & Jansz, 2006; Kalmus et al., 2022)
were included. This choice was guided by current research suggesting a positive effect of
active mediation on online risk (Kalmus et al., 2022; Livingstone et al., 2017). Participants
were asked to indicate the frequency of their discussions with parents about (1) risks in
video games, (2) positive aspects of video games, (3) activities in video games, (4) the games
they play, (5) what they do online, (6) how often they are online without parental supervi-
sion, (7) how often parents provide advice on safe online behavior, and (8) how often they
talk with their parents in situations with a specific concern (response categories: 1 = rarely
or never, 2 = sometimes, 3 = all the time). As gaming communities may be considered
places to share information and guidance on how to avoid potential scammers, an item on
membership of gaming communities was included (response categories: 0 = no, 1 = yes).
As levels of digital literacy may influence the risk of cybercrime victimization (Chang et al.
2016; Chen, et al., 2017), the questionnaire included a set of 10 items on digital literacy.
Participants were asked if they (1) know how to save a photo, (2) know how to change
private settings, (3) know how to see if things online were true, (4) know how to choose
the best search words, (5) know what to share online, (6) know how to delete friends from
contact list, (7) feel safe commenting and writing online, (8) know how to install video
games, (9) know how to keep track of money spent in video games, and (10) know how to
buy virtual items in games (response categories: 0 = no, 1 = yes).

Online proximity

Contrary to other forms of cybercrime, such as data theft and hacking, which do not imply
the online co-presence of offender and victim, trading virtual items relies on some sort
of co-presence in an online context. Online proximity may thus be conceptualized as the
accessibility of a motivated offender to defraud a potential victim in direct contact within
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the context of different games. Therefore, online proximity was operationalized into items
measuring different spaces within an online context in which a motivated offender and an
attractive target are likely to meet (Vakhitova et al., 2019; Reyns et al., 2011). Participants
were asked open-ended questions to report the three most frequent games in which they
have traded virtual items or accounts. Participants were also asked to report memberships
of online trading groups, whether they accept friendship requests from people they do not
know, and whether they participate in online activities such as buying loot boxes and skin
betting (0 = no, 1 = yes).

Data analysis

Logistic regressions were used to identify routine activities correlated with risk of trade
scam victimization among participants who reported having played online video games,
traded virtual items, or gaming accounts in the past 12 months (n = 487). Due to the com-
plexity of the theoretical framework, regression analysis may be affected by multicollinear-
ity and overfitting due to the considerable number of predictors and controls (Gritz, 2022;
Marttila et al., 2021; Silver et al., 2022). Therefore, this study employed LASSO regression
(Least Absolute Shrinkage and Selection Operator) as a penalized regression to reduce the
number of covariates. LASSO regression penalizes estimates by setting them to exactly zero
or shrinking others towards zero to minimize the sum of squared residuals and keeping
only relevant covariates for analysis (Huntington-Klein, 2021). The shrinkage of some esti-
mates can be described as a favorable bias as it reduces variance in predicting regression
outcomes. Using cross validation on training data, LASSO predicts the best lambda value
for penalizing the regression model into a more parsimonious and interpretable regression.
As LASSO regressions do not compute standard errors or confidence intervals but the most
important features for predicting an outcome, it is difficult to interpret the relevant factors
as a significant correlation on the outcome variable (Tibshirani 1996). Presented values
therefore relate to a regular logistic regression in which estimates set to exactly zero by
LASSO are excluded from the analysis. All LRAT measures were included in the LASSO
regression, and the penalized model identified 12 variables relating to predicting scam vic-
timization. Of the 12 relevant variables, six pertained to online proximity, two to online
visibility, two to guardianship, and two to demographics. These variables were included in
a regular logistic regression. To reduce age bias, weighted data (post-stratification weights)
were used for the regression analysis. A VIF test revealed no concerns regarding multicol-
linearity. The logistic regression was tested for robustness by changing measures of time
spent on gaming and age as ordinal, categorical, and interval measures. Robustness checks
did not significantly change coefficients and significance levels of the covariates.

For the digital literacy and active parental mediation measures, factor analysis was used
to explore the possibilities of multiple factors. Digital literacy showed no reliability in this
regard. From active parental mediation measures, active gaming mediation and safety
advice were extracted. First, a KMO test was performed to explore the possibility of a factor
analysis. Second, a test of correlation was performed. The active parental mediation items
showed an acceptable value for the KMO correlation value (0.83). The correlation matrix
showed an overall acceptable correlation between variables. Following Mehmetoglu and
Mittner (2022:365), parallel analysis was used to determine numbers of variables. As the
unrotated factor loading showed acceptable loadings for only one factor, an oblimin rota-
tion was performed extracting the two beforementioned factors. The item measuring fre-
quency of discussions with parents about online activity affected both factors and was not
included in any of the factors. Active gaming mediation and safety advice showed Cronbach
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alpha values at acceptable levels (a = 0.74 and a = 0.65 respectively). Data management and
analyses were conducted using R version 4.2.0.

Results

In terms of prevalence of trade scam victimization, our data showed that 35.8% of partic-
ipants who engage in either trades with virtual items or game accounts had experienced a
trade scam within the past 12 months.

Table 2. Trade scam experience and demographic characteristics

Variables Trade scam experience (%/n)
Gender

Male 34.62%

Female 38.33%

% F =0.6553,p = 0.4184
Age

9-11 40.18%

12-14 35.42%

15-16 23.39%

17-18 40.39%

¥ F =2.3309, p = 0.0729

Note: Weighted numbers.

Our analysis showed no significant difference regarding the risk of experiencing trade
scams across the two genders nor across age groups (see Table 2). However, when con-
trolling for the most relevant online activities, females had a 1.8-times higher risk of experi-
encing scams when trading in video games. Also, there was a significant decline in the odds
of experiencing trade scams by 0.2 times for the age group of 15-16-year-olds compared to
9-11-year-olds (see Table 3).

Table 3. Logistic regression analysis of routine activities and experience of trade scam
victimization

Variable Experienced scam
B SE P OR 95% CI for OR

Weekly gaming hours (ref = 0-10 hours)

11-20 hours 0.281 0.256 0.273 1.324 0.801 2.190

21-30 hours 0.022 0.348 0.949 1.023 0.516 2.025

31+ hours 0.689 0.545 0.207 1.991 0.682 5.810
Hours spent online on weekdays (ref = 0-1 hours)

2-3 hours -0.730** 0.340 0.032 0.482 0.247 0.939

4-5 hours -0.518 0.387 0.181 0.595 0.278 1.274

6+ hours -0.164 0.416 0.694 0.849 0.375 1.922
Active mediation 0.078 0.061 0.206 1.081 0.958 1.219
Social media scale 0.057 0.049 0.253 1.058 0.960 1.166
Skinbetting 0.634 0.555 0.254 1.885 0.633 5.610
Friend request 0.378* 0.226 0.096 1.459 0.9352.275

(Continued)
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Table 3. (Continued)

Variable Experienced scam
B SE P OR 95% CI for OR

Trading group 0.684** 0.337 0.043 1.982 1.022 3.844
Trading games 0.741%%* 0.176 <0.001 2.098 1.484 2.966
Gender (= Female) 0.613** 0.255 0.016 1.846 1.119 3.044
Age groups (ref = 9-11 years)

12-14 years -0.419 0.260 0.108 0.658 0.394 1.097

15-16 years -1.408*** 0.404 <0.001 0.245 0.111 0.541

17-18 years -0.412 0.418 0.324 0.662 0.291 1.505
Constant -2.676*** 0.743 <0.001 0.069 0.016 0.296
Observations 481

Note: Weighted numbers. *p<0.1; **p<0.05; **p<0.01.

Furthermore, our analysis showed that being online 2-3 hours on a weekly basis com-
pared to 0-1 hours did reduce the odds of experiencing trading scams with a factor of 0.5.
Trading for virtual items in online video games increased the odds of experiencing trade
scams by 1.9 times for each additional game. Also, being a member of a trading group
appeared to increase the odds of experiencing trade scams with a factor of 2.0. Finally,
accepting friend requests from strangers increased the odds of trade scam victimization
with the factor of 1.5 with a marginal significance (p = 0.096).

Discussion

To the best of our knowledge, this is the first representative study to estimate the preva-
lence of trade scam victimization among young gamers. As no other representative data
from other countries are available for comparison, the relative prevalence rate is difficult
to assess. Only one survey, conducted in the UK, has estimated a range of fraud risks pre-
sented to young and adult gamers, but without focusing on trade scams. This study found
that 20% of gamers have experienced a gaming related crime or knew someone who had
(Lloyds Bank, 2022). While not exactly comparable in terms of sample, subject and mea-
sures, this study found a higher prevalence as our data showed that more than one-third
of young people engaging in trading virtual items or gaming accounts have experienced a
trade scam, which is level of some concern.

In terms of correlates of trade scam victimization, the online adapted LRAT model
applied in this study provided some notable results. Regarding demographics, females
were found to have a higher risk of experiencing trade scam victimization than males. This
stands in contrast to Chang et al. (2016), who found that being male was associated with
elevated risk of stolen virtual properties in online games. This observed difference may
be related to different sampling designs and measures of online routine activities across
studies. Previous research has found younger age groups to be more at-risk of cybercrime
victimization compared to older ones (Chang et al., 2016; Oksanen & Keipi, 2013; Holt &
Bossler, 2009). Our data partly support this pattern, as the youngest age group showed a
higher risk of victimization compared to 15-16-year-olds, while not to the 17-18-year-olds.
One explanation might be that youngest age groups tend to trade very frequently as part of
their gaming routines, and that older age groups may constitute attractive targets as they are
more likely to hold items of higher monetary value.
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Online visibility was not associated with elevated risk of experiencing trade scams. This
result seems to contrast with the general assumption of LRAT and other studies indicat-
ing that time spent online increases the risk of online victimization (Milani et al., 2021;
Leukfeldt, 2014; Leukfeldt & Yar, 2016; Vakhitova et al., 2019). However, trade scams often
take place when being engaged in gaming (and not being active and visible on other online
platforms) which may account for this observed difference. Also, the difference may be
related to the types of online victimization addressed in the beforementioned studies.
While risk of online victimization in the form of online bullying or cyberstalking may be
associated with online visibility, victimization related to gaming trade scams may be related
to online visibility in other ways. Clearly, future research on gaming-related trade scams
would benefit from examining time spent in online spaces relevant for item trading.

Online proximity to potential offenders, such as being a member of trading groups and
trading in numerous video games, were associated with high risk of experiencing trade
scams. A trading group is a game-external forum for trading virtual items and a potentially
risky environment, as they are open to all and not secured by game providers’ technical pro-
tection inside the games. Obviously, our data do not allow conclusions regarding specific
activities in trading groups, and the groups may differ in terms of communication forms
and regarding the types of virtual items. Therefore, research examining the practices and
dynamics of online trade groups is pivotal for establishing a more comprehensive under-
standing of online gaming-related trade scams. In our data, the strongest predictor of expe-
riencing a trade scam was the number of games in which trade has been made. On average,
an additional game almost doubled the risk of experiencing a trade scam. This corresponds
to recent research suggesting a positive association between high frequency participation in
online communities and cybercrime victimization (Oksanen & Keipi, 2013). Lastly, accept-
ing friend requests from strangers was associated with elevated risk of experiencing trade
scams. This corresponds with the general observation in the research literature suggest-
ing that such behavior may bring motivated offenders into proximity to potential victims
(Reyns et al.,, 2011).

Guardianship in terms of active parental mediation did not appear to be significantly
correlated with scam victimization, which may reflect our operationalization of this LRAT
component. In this study, we did not measure situational guardianship such as other people
being co-present and capable of assisting the potential victim, and it is plausible that the
presence of guardians in trade situations may impact the risk of experiencing trade scams.
Similarly, we found no positive correlation between parental mediation and reduced risk of
trade scam victimization. This may be explained by the potential indirect effect that paren-
tal mediating may have on the experience of trade scams. It is likely that parental media-
tion may have a direct effect on reducing online behaviors while having no direct effect on
the experience of gaming-related trade scams. Future studies are needed to examine such
mediating associations. Online gaming groups were not found to be relevant in predicting
trade scams for the LASSO regression model. A plausible interpretation may be that gam-
ing communities constitute places of risk and motivated scammers as well as a place for
friends to share experiences and guidance. This potential double-characteristic of online
communities in relation to cybercrime victimization should be examined in more detail in
future studies.

This study involves some limitations that should be taken into consideration when
interpreting the results. First, the overall response rate was relatively low, which may have
resulted in some level of selective non-response bias, which again may be a result of the
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chosen method of data collection. Specifically, individuals who tend to avoid online threats
may have been less likely to complete the survey, while individuals who are more suscep-
tible to online victimization could have been more likely to respond. We are not able to
determine the exact level of this potential bias, but the high prevalence of online scam vic-
timization identified in this study indicates some level of response bias in our data which
again may influence generalizability negatively. Second, this study used logistic regression
which did not account for potentially confounding and mediating relationships between
LRAT variables and thus limited examination of direct effects (Silver et al., 2022). For exam-
ple, it was assumed that an individual constitutes an attractive target when buying and
trading virtual items without considering other variables that may impact the effect of these
variables. A third limitation concerns data granularity. Our data regarding engagement in
online communities might not capture the complexities of such environments as places
of risk as well as of protection and guidance. Distinct items on gaming communities with
friends as well as with strangers would have enabled a more detailed analysis of this com-
ponent and is therefore recommended for future studies. Also, our data on guardianship
have not captured the types of guardianship that relate to personal competences or capac-
ities that are needed to protect a potential victim gaming in solitude. Clearly, the influence
of such person-centered guardianship would be beneficial in future studies in this field.
Finally, as we conducted a self-report cross-sectional study using measures covering the last
12 months, we are not able to specify a direction of causality for example as to whether the
identified correlates affected the victimization or whether victimization caused a change in
online behaviors.

Implications for policy and interventions

The evidence provided by this study may inform the development of policies and inter-
ventions to prevent and reduce online gaming scam victimization. First, online proximity
appeared to have the strongest correlates with risk of trade scam victimization. Specifically,
we found evidence of trading in multiple online video games and membership of trad-
ing groups increasing the risk of victimization. These findings point to measures directed
at game providers encouraging them to address the issue of trading scams and to engage
game users in the evaluation of already existing measures and in the innovation of new
and safe trading schemes or trusted third-party trading arrangements (Chen et al., 2005).
Additional measures may concern three types of controllers suggested by Vakhitova et al.
(2016) asserting three distinct types of influence on potential scam victimization provided
by so-called handlers, place managers and guardians. Handlers are people (such as friends
or family members) who exercise some sort of control over offenders. While it may be dif-
ficult for handlers to regulate teenagers’ or young adults’ access to online activities, it may
be suggested that school or Esport communities make efforts to discourage scamming in
trading virtual items. Place managers are agents in control of the place in which scams are
taking place. Future interventions may target game providers and social media platforms to
better monitor and sanction scams in virtual item trade. Guardians are individuals protect-
ing the victim by deterring a potential offender, intervening in an emerging victimization.
Future actions may include gamers or users of trade communities to intervene by address-
ing the offender and victim directly or by reporting an observed scam to the social platform
officials or game administrators. Finally, game providers or social media platforms could
be incentivized to engage in scam trade prevention by public campaigns appealing to these
actors in taking responsible actions in terms of initiating measures to prevent and sanction
trade scams.
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Conclusion and directions for future research

This study has taken a first step towards building a profile of virtual item trade scam vic-
tims considering individual level and context-related factors. As such, this study addresses
current calls to examine different types of scams to enable typologies of cyberscam victims
(Whitty, 2020). We found that more than one third (35.8%) of young Danish children and
adolescents who engage in online trades of virtual items and accounts have experienced
victimization. Obviously, future studies, in other countries and jurisdictions, are needed
to evaluate the prevalence identified in this study and to develop standardized measures
to estimate the prevalence. In line with previous studies of cybercrime (Oksanen & Keipi,
2013; Reyns et al.,, 2011; Vakhitova et al., 2019), our data showed that proximity to moti-
vated offenders, measured as trading in multiple online video games, being a member of
trading groups, and accepting friend requests from strangers, increase the risk of experi-
encing cybercrime victimization. Among the selected variables, none appeared to serve as
protective factors.

In sum, our findings provide evidence that adolescent gaming behavior, and specifi-
cally trading virtual items or game accounts, serves as a new field for fraudulent activity
in the form of trade scams. Further, while LRAT has proven useful in examining gaming-
related trade scams, our study also indicated needs to re-design measures. Specifically,
we call for future studies to develop context-specific measures of online activities and
self-guardianship, such as self-control or online risk awareness as factors potentially
impacting risk of trade scam victimization. Finally, to advance in-depth understanding
of the factors affecting the risk of experiencing gaming-related trade scams, future studies
should employ statistical methods to effectively address mediating or confounding rela-
tionships between variables.
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