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Abstract
Well-functioning information sharing is an essential element for successful cooperation between authorities in public
administration, e.g., when authorities attempt to combat foreign labour exploitation. This paper contributes toward
existing literature by broadening the understanding about factors that need to be acknowledged when developing
information sharing practices between authorities. The purpose of this study was to analyse authorities’ perceptions
of possibilities and obstacles to share information with a focus on legislation, IT infrastructure and the set of electronic
registers. In this case, the authorities were those whose legal duties include supervision of work-related immigration.
In addition to a summary of legislation, empirical data was used. An electronic questionnaire was sent to 14 relevant
authorities (62 respondents); 12 authorities responded. Knowledge gaps related to legislation and content of informa-
tion were found to hamper information sharing between authorities. In addition, IT infrastructure capability and the
fragmented nature of data registers, the so-called ‘silo effect’, complicates information distribution. To secure efficient
and smooth information sharing, authorities need to know their legal possibilities and their duties to share informa-
tion, but also understand what information is valuable to other authorities. In addition, IT infrastructure capability
needs to be developed further. Finally, increasing knowledge about legal aspects is an important topic in education.
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1. Introduction
In recent years in Finland, an increasing number of media outlets have brought up the unjust
treatment and exploitation of migrant workers. The need to increase general knowledge on
labour exploitation as well as develop official processes and supervision has been recognised.
As part of the strategy for combating the grey economy, in spring 2020 a working group was
appointed by the Minister of Employment to prepare measures to combat labour exploita-
tion1. The working group highlighted that one essential challenge was related to information
exchange between authorities. Even though authorities were seen to get information from
various channels, information was not exchanged and shared actively. As a result, e.g., tip-
offs may be recorded and used by one authority only, thus setting cost-efficient multiprofes-
sional cooperation at a disadvantage.

Several immigration bodies deal with migration matters2. The Ministry of the Inte-
rior formulates Finland’s migration policy and is responsible also for overall legislation on
migration and citizenship. The Finnish Immigration Service issues residence permits, pro-
cesses citizenship applications and handles foreign passports as well as gathers information
for the authorities and national and international cooperation. When investigating cases of
human trafficking, the police work in cooperation with other authorities and third-sector
operators. The Finnish Border Guard monitors entry into and departure from the country.
The Finnish Security and Intelligence Service uses civilian intelligence to monitor threats
to national security. In addition, there are several actors outside the Ministry of the Inte-
rior’s branch of government, the responsibilities of which include immigration matters. For
example, Centres for Economic Development, Transport and the Environment plan and
coordinate the integration of immigrants at the regional level. The Ministry of Economic
Affairs and Employment is responsible for policies and legislation concerning the migration
of workers. These governmental agencies are engaged in the information sharing also when
combating the exploitation of foreign labour.

In Finland, labour exploitation cases are classified as a form of economic crime3. Accord-
ing to the Police information system, the total number of cases related to coercive work dis-
crimination and human trafficking4 has increased during recent years. In 2015, there were a
total of 45 cases, whereas in 2021 the number was 206. Human trafficking has been mainly
related to cases of sexual or labour exploitation.

While defining and detecting exploitation is not simple, Yoshihara & Venetsiani (2018, p.
381) have defined it as a situation in which “A exploits B if and only if A takes unfair advan-
tage of B”. Typically, the perpetrator aims to gain financial benefit by subjugating people
in a weak position or victims that are dependent on the offender. Although the person in
the weaker position might also benefit from the arrangement, which can make identifying
exploitation more difficult, Yoshihara & Venetsiani’s definition includes an aspect of power
imbalance. Lietonen et al. (2020a, pp. 13–14) reported several forms of labour exploitation.
Restriction of freedom might take the form of confiscating the employees’ identity docu-

1. See more at: https://tem.fi/en/-/action-to-be-taken-to-prevent-the-exploitation-of-foreign-labour
2. See at, e.g., https://intermin.fi/en/areas-of-expertise/migration/agencies-and-responsibilities. Authorities’ legal

possibilities to share information was described in more detail in Kuukasjärvi et al. (2021).
3. In the Criminal Code of Finland, labour exploitation is criminalised, e.g., as work discrimination, extortionate

work discrimination, aggravated usury, or human trafficking.
4. The figures include: Trafficking in human beings, Aggravated trafficking in human beings, Attempted commission

of trafficking in human beings, Attempted commission of aggravated trafficking in human beings, and Extortionate
work discrimination.

2 TERHI KANKAANRANTA, SAANA RIKKILÄ AND KIMMO KUUKASJÄRVI

https://tem.fi/en/-/action-to-be-taken-to-prevent-the-exploitation-of-foreign-labour
https://intermin.fi/en/areas-of-expertise/migration/agencies-and-responsibilities


ment or withholding their bank card, forbidding their social interactions, or restricting their
movement. Employees may work overlong hours or receive no extra pay, e.g., from overtime
work. Issues with wages or fees can include underpayment or withholding pay, or charg-
ing extra or unreasonable fees, such as transportation, recruitment or accommodation fees.
These forms of exploitation are made possible through the employee’s position of depend-
ence in relation to employer, which can result from, e.g., lack of knowledge of local language
and customs, or fear of negative consequences such as violence towards the employee or
someone close to them, among other reasons (see Lietonen et al., 2020a, pp. 13–14, 52–54).5

Foreign labour exploitation concerns migrant workers, who can be either EU citizens or
from third countries. Foreign labour exploitation takes place in different fields of work, such
as agriculture, the construction industry, cleaning, or the restaurant industry, and migrant
workers who are unaware of their rights, have a low level of education or a background with
poverty or unemployment in their country of origin are especially vulnerable to exploitation
(FRA 2015, p. 11, 14; Pekkarinen et al., 2021, p. 10).

As we see, foreign labour exploitation and work-related exploitation can be character-
ised as multiform phenomena, the prevention and pre-investigation of which requires deep
understanding about their characteristics and manifestation. As a result, multidisciplinary
expertise, information sharing and cooperation between authorities play a key role in com-
bating them (see, e.g., Cockbain et al., 2018, p. 337). Bigdeli et al. (2013, p. 156) highlighted
that public agencies are often “unaware under what law, policy or framework they can share
information they have gathered with others”. In addition, information that is shared or
should be shared is often sensitive as it is related to crime and the conditions that contribute
to crime.

The issue of human trafficking and foreign labour exploitation is widespread in many
societies, hampering the working of a healthy economy and causing human suffering. Fin-
land is not alone in working against these crimes, and although there have been significant
efforts against human trafficking and foreign labour exploitation, there is still work to be
done. The phenomenon of human trafficking and foreign labour exploitation was identi-
fied in the early 2000s, and activities to counter them have been developed and become part
of various national authorities’ and other parties’ work ever since (Jokinen et al., 2023). In
addition, as mentioned, there has been growing interest both politically and within public
discussions on migrant workers. Our case study focuses on the Finnish perspective of devel-
oping the exchange of information between national authorities, but with the hope of also
benefitting authorities in other countries that face similar circumstances. Case studies in
general are used in the social sciences to describe phenomena that are difficult to measure,
and allow high levels of conceptual validity (George & Bennett 2005, p. 19).

Law enforcement agencies have raised concerns about information sharing in labour
exploitation on the grounds of its legality and potentially its inadequate protections for
privacy and civil rights. The purpose of this study was to analyse authorities’ perceptions
about the possibilities of and obstacles to information sharing, with a focus on legislation, IT
infrastructure and the electronic registers. Those authorities whose legal duties include the
supervision of work-related immigration were included in the analysis. Information sharing
theory was used as the basis for theoretical analysis. Specifically, we aimed to address the
legal framework as well as infrastructure capability, covering the set of electronic registers.
Thus, this paper contributes towards existing literature by broadening the understanding

5. See also: https://poliisi.fi/en/trafficking-in-human-beings
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about factors that need to be acknowledged when developing information sharing between
authorities that combat foreign labour exploitation. This paper originates from a project
carried out between January and August 2021 by the Finnish Police University College6.
After the introduction, this article introduces theoretical considerations on information
sharing. Then the data is introduced, and the factors hampering information sharing are
presented. Finally, the results are discussed, and practical implications and future consider-
ations are made.

2. Analytical framework
Information sharing theory provides tools to analyse factors constraining information shar-
ing between authorities that combat foreign labour exploitation. The theory is based on the
hypothesis that “organizational culture and policies as well as personal factors can influence
people’s attitudes about information sharing” (Constant et al., 1994, p. 401). Information
sharing has multiple elements, including social, legal, technological and behavioural types.
Thus, there are aspects to it beyond the purely economic. (Rafaeli & Raban 2005, p. 62; Zah-
eer & Trkman 2017, pp. 430–432) We adopted the same definition of information sharing
as, e.g., Plecas et al. (2011, p. 121): information sharing “involves collecting and organiz-
ing facts and figures (i.e. data), giving context to data, and providing information to vari-
ous other individuals and/or organizations for strategic and operational decision making”.
In addition, another relevant theory to the topic of information sharing between authori-
ties would be institutional theory, which, similarly to information sharing theory, consid-
ers the relevance of, e.g., rules, norms, and cultural belief systems (Fuenfschilling & Truffer
2014, p. 774).

The complexity of information sharing becomes evident in previous research on the
topic. Information can be defined as “data that have been analysed and/or contextualized,
carries a message and makes a difference as perceived by the receiver” (Ahituv & Neumann,
1986 [in Rafaeli & Raban, 2005, p. 63]). In some definitions, information has been posi-
tioned between data and knowledge. While information lacks the richness of knowledge, the
outer context and structure separates it from data. (Galliers & Newell, 2001 [in van Vuuren,
2011, p. 20]). Previous research shows that people do not view information merely as a com-
modity that is separated from its presentation or channel. Information itself can be divided
for example between tangible “product” and intangible “expertise” information. Tangible
information can take forms such as written information or other “physical” end product,
whereas intangible information can be, e.g., personal knowledge or experiences. Even the
same information, such as statistical information, can have different impacts or be perceived
very differently, whether in tangible or intangible form. (Constant et al., 1994, p. 405.)

Assuming that information is accurate, error-free, concise, usable, and consistent, infor-
mation sharing may create multiple benefits (Zhu & Wang, 2009; Kahn et al., 2002 [in Plecas
2011, p. 121]). For government agencies that potentially use the same overlapping informa-
tion, sharing is the foundation for streamlining the collection, organisation, maintenance,
and distribution of data and information as well as helping to share resources. With the
help of information sharing, it is possible to get better quality and more comprehensive

6. The main results of the project were presented in the final report by Kuukasjärvi, K., Rikkilä, S., Kankaanranta,T.
(2021): “Selvitys tietojenvaihdon ja analyysitoiminnan katvealueista työperäisen maahanmuuton valvonnan
moniviranomaisyhteistyössä”.
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information for decision making and problem solving, as well as to increase productivity,
improve performance, collaborate on efforts, make more productive use of limited resour-
ces, improve policy making, integrate public services and help build professional relation-
ships. (Zhang, et al., 2005, p. 557; Dawes 1996, p. 384; Dean et al., 2006, p. 431; Bigdeli et al.,
2013, p. 148; Kembro et al., 2014, pp. 615–617; Desouza, 2009, 1219, p. 1225.) Information
sharing was also found to be of crucial importance when authorities are implementing risk-
based targeted supervision to combat labour migration abuse (Kuukasjärvi et al., 2022, p.
12). However, information sharing may also be associated with risks. Bigdeli et al., (2013, p.
161) highlighted non-technological risks such as the risk of stigmatisation, risk of spreading
and leaking citizens’ information as well as the risk of blame for employees if information
sharing fails.

Researchers have highlighted several factors that promote information sharing. Having a
common goal, shared purpose, trust, group identity, incentive mechanisms, reciprocity and
technological usability will boost information sharing (Rafaeli & Raban, 2005, p. 68, pp. 73–
74; Wu et al., 2009, pp. 88–91; van Vuuren, 2011, p. 11; Setak et al., 2018, p. 276). Shared
sense of purpose and trust etc. were also referred to as social capital factors in previous
studies such as, e.g., van Vuuren, (2011, p. 11, 141). Technological solutions can improve
awareness and greater efficiency support as well as facilitate information sharing between
law enforcement organisations (Plecas et al., 2011, p. 120, 131). However, it is worth not-
ing that a variety of factors, such as the quality of information, may promote or hinder
sharing depending on the circumstances (Rafaeli & Raban, 2005, pp. 73–74; Bigdeli et al.,
2013, p. 155).

There may exist several limitations that have the potential to hamper information shar-
ing. Social systems are related to, e.g., networks, professional development associations,
educational and socialisation systems. Social challenges may occur if there is, e.g., undevel-
oped trust and collaboration between partners. (Zaheer & Trkman, 2017, p. 431; Drake et
al., 2004, p. 67, 74.) Too ambitious goals, divergent organisational priorities, lack of fund-
ing, data ownership as well as organisational and individual resistance to change may also
complicate information sharing. In larger companies it may be easier to invest informa-
tion sharing technologies as they have more resources to invest, compared to smaller firms.
(Zhang et al., 2005, p. 557; Lam, 2005, p. 518; Vanpoucke et al., 2009, p. 1218.) Moreover,
technical aspects, which refer to, e.g., IT infrastructure capabilities, may raise several prob-
lems. Organisations may use different and inadequate technological systems (Collier, 2006,
p. 112; Desouza, 2009, p. 1261), and advanced systems may be complicated to implement
(Vanpoucke et al., 2009, p. 1228–1235) or record similar information differently (Drake et
al., 2004, p. 76).

Law enforcement agencies have raised concerns about information sharing on the
grounds of legality and potentially inadequate protections for privacy and civil rights. Legal
guidelines have been prepared to protect the confidentiality of citizens’ information as well
as to guarantee that only those persons who are authorised can access or use information
(Carter & Carter 2009, 1323, p. 1330; Landsbergen & Wolken, 2001, p. 208; Carter et al.,
2016, p. 13; Plecas et al., 2011, p. 122). Privacy issues may also refer to concerns that, after
information has been shared, the original authority is no longer able to control how it is
disseminated (Carter & Carter, 2009, p. 1334). Personal competences may also influence
– either boost or hamper – information sharing. When working with databases, people need
to have some understanding of the software and technical terminology associated with data-
bases and have adequate computer skills (Plecas et al., 2011, p. 131; Jarvenpaa & Staples,
2000, p. 145).
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3. Data and methods
Data was collected in April–June 2021. In order to analyse the factors that might complicate
information sharing between authorities, an electronic questionnaire was sent to 14 relevant
authorities’ common mailboxes, the legal duties of which include the supervision of work-
related immigration. The authorities were: Regional State Administrative Agency, Centre
for Economic Development Transport and the Environment, National Bureau of Investiga-
tion, Finnish Immigration Service, National Police Board of Finland, Police departments,
The Finnish Border Guard, Finnish Food Authority, Finnish Security and Intelligence Ser-
vice, TE-services (Work permit services), Finnish Customs, Ministry of Economic Affairs
and Employment of Finland, Ministry for Foreign Affairs in Finland, as well as Finnish Tax
Administration including The Grey Economy Information Unit. Several organisations may
supervise work-related immigration within one authority. Therefore, the questionnaire was
sent to 62 organisations (covering 14 authorities); see Table 1.

Table 1. Authorities and organisations supervising work-related immigration:

organisations to which the questionnaire was sent

Authority Number of organisations
supervising immigration within

an authority

Centre for Economic Development Transport and the Environment 15
TE-services (Work permit services) 14
Regional State Administrative Agency 11
Police departments (Supervision of foreign nationals) 11
Finnish Tax Administration including The Grey Economy Information Unit 2
National Bureau of Investigation 1
National Police Board of Finland 1
Finnish Security and Intelligence Service 1
Ministry for Foreign Affairs in Finland 1
Finnish Immigration Service 1
The Finnish Border Guard 1
Finnish Food Authority 1
Finnish Customs 1
Ministry of Economic Affairs and Employment of Finland 1
Total 62

Concerning the Centre for Economic Development Transport and the Environment (15
offices) as well as TE-services (14 offices), the questionnaire was sent to all the authorities’
offices in Finland. Within the Regional State Administrative Agency, the questionnaire was
sent to five Occupational health and safety agencies and six alcohol licensing agencies. The
questionnaire was also sent to all 11 police departments with the request to forward the
questionnaire to those whose duties include supervision of foreign nationals. Altogether 31
organisations responded (representing 12 authorities), yielding a response rate of 50%7.

Supervision was extensively defined here, covering different types of actions. For exam-
ple, the competence of Finnish Customs and the Finnish Food Authority does not directly
include the supervision of immigration, but in their own field of operations they conduct
field supervision. Respondents were instructed to reply to those questions that are related to
their legal duties, therefore not necessarily all questions were answered by each participant.

7. Six Regional State Administrative Agencies, covering Alcohol licensing, sent one collective response. In the data
set, this was analysed as six identical responses.
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The data consisted of a comprehensive range of variables from four thematic areas: 1)
legislation related to work-related immigration, 2) state of information sharing and receiv-
ing, 3) data registries and analysis practices, 4) supervision practices and multiprofessional
cooperation. In the theme Legislation, respondents were asked to report the primary laws
regulating a) possibilities to obtain information from other authorities, b) entitlement to
utilise information received from other authorities c) entitlement to give information to
other authorities d) entitlement to give information to other authorities spontaneously.
With the help of these questions, we aimed to possibly complement our review of legisla-
tion regarding the above-mentioned thematic areas as well as assess how well authorities
know the legislation. Respondents were also asked to assess the functionality and clarity of
legislation on the basis of several claims: a) Authorities competencies are clearly defined in
legislation b) Legislation is not open to interpretations, c) Possibilities to use information
obtained from other authorities are sufficient, d) Possibilities to share information with
other authorities are sufficient, e) Possibilities to obtain information from other authorities
are sufficient. A five-point rating was used to assess the functionality and clarity of legisla-
tion (1 = strongly disagree, 2 = slightly disagree, 3 = neither disagree nor agree, 4 = slightly
agree and 5 = strongly agree). Open-ended questions encouraged respondents to consider
whether current legislation should be developed from a supervision point of view and, if yes,
in what ways.

Theme 2, “State of information sharing and receiving”, included open-ended questions.
Respondents were asked to describe what kind of information from other authorities would
help them in performing their activities. In addition, respondents were urged to illustrate
the most appropriate model for information sharing between authorities operating in work-
related supervision. The theme “Data registries and analysis practices” covered several open-
ended questions. Respondents were asked to answer which main registers and possible other
databanks are used in the supervision of work-related immigration. In addition, they were
asked whether data analysis is utilised, and if so, what kind of analysis practices exist.

To find out the legal framework applied in supervision and pre-investigation of labour
exploitation, the main legislation was gathered and analysed and the content summarised
briefly. When gathering empirical data, recipients were asked to form one collective answer
within their organisation. Therefore, the organisations were asked to collect their experts’
views and send responses at the organisational level and no personal information about
respondents was collected. Open-ended responses were analysed qualitatively utilising con-
tent analysis. Quantitative responses are presented in this study in percentages.

4. Factors influencing information sharing

4.1 Legal framework

The legal framework defines what actions organisations can undertake, i.e. the types of oper-
ations they can engage in. Finnish state agencies can only act within the boundaries of the
law. Therefore, the law may be a hampering factor, but is also the basis for action. In Finland,
there is no uniform national or international legal framework that regulates labour exploi-
tation (Lietonen et al., 2020b, p. 14). When summarising legislation and legislative history,
22 separate laws were identified to regulate the supervision of work-related immigration,
Appendix 1.

According to the Constitution of Finland (731/1999), “Documents and recordings in the
possession of the authorities are public, unless their publication has for compelling reasons
been specifically restricted by an Act.” Also, the Act on the Openness of Government Activ-
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ities (621/1999) defines that “information on the activities of the authority is not unduly or
unlawfully restricted, nor more restricted than what is necessary for the protection of the
interests of the person protected”. However, “a secret official document, a copy or a print-
out thereof shall not be shown or given to a third party or made available to a third party
by means of a technical interface or otherwise”. Cooperation between authorities is empha-
sised also in the Administrative Procedure Act: “An authority shall, within its competence
and to the extent required by the matter, assist another authority, at its request, in perform-
ing an administrative duty and shall also otherwise seek to promote cooperation between
authorities.”

When supervising work-related immigration, information utilised in supervision is per-
sonal data by nature or may be related to an organisation’s (such as a private company’s)
activities. The processing of personal data in immigration administration is regulated in the
Law of Processing Personal Data in Immigration Administration (615/2020). The Act on the
Processing of Personal Data by the Police (616/2019) defines that the police is allowed to
process personal data for the purpose of preventing and detecting offences, in investigations
and surveillance, or when necessary for the performance of the statutory duties of the police.
Personal data means, e.g., name, date and place of birth, gender, native language, civil status
and travel document information and other information concerning entry into the country
and border-crossing.

Empirical results revealed that even in the same administrative branch, there were differ-
ences in what laws were identified to regulate work-related immigration. We also aimed to
assess the functionality and clarity of legislation from several aspects; see Table 2.

Table 2. Functionality and clarity of legislation according to respondents.

Fully/
slightly
disagree

%

Neither
agree nor
disagree

%

Fully/
slightly

agree
%

Total
%

Authorities’ competencies are clearly defined in legislation
Pre-investigation authorities (N=10) 10 10 80 100
Supervising authorities (N=16) 69 13 19 100
Others (N=5) 20 20 60 100
Legislation is not open to interpretations
Pre-investigation authorities (N=10) 30 20 50 100
Supervising authorities (N=16) 31 25 44 100
Others (N=5) 20 40 40 100
Legal possibilities to get information from other authorities
are sufficient
Pre-investigation authorities (N=10) 10 10 80 100
Supervising authorities (N=16) 56 13 31 100
Others (N=5) 0 0 100 100
Legal possibilities to share information to other authorities
are sufficient
Pre-investigation authorities (N=10) 10 10 80 100
Supervising authorities (N=16) 31 19 50 100
Others (N=5) 60 0 40 100
Legal rights to use information got from other authorities
are sufficient
Pre-investigation authorities (N=10) 0 20 80 100
Supervising authorities (N=16) 63 6 31 100
Others (N=5) 0 20 80 100
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In Table 2, the Pre-investigation authorities category included eight police departments, the
Finnish Border Guard and Finnish Customs. The Supervising authorities category included
eight Regional State Administrative Agencies, four Centres for Economic Development
Transport and the Environment and four TE-services. The Other category included Finn-
ish Immigration Service, Finnish Tax Administration, the Grey Economy Information Unit,
Ministry of Foreign Affairs in Finland and the Finnish Food Authority. Pre-investigation
authorities mostly saw that their competencies are clearly defined in legislation; also, about
60% of authorities in the Other category shared the same experience. However, almost 70%
of supervising authorities had the opposite opinion. Half of pre-investigation authorities
saw legislation as being open to interpretation at least to some extent.

Pre-investigation and other authorities were satisfied with their legal possibilities to get
information from other authorities, but some 50% of the supervising authorities were not.
Pre-investigation authorities were mostly (80% agreed with the claims) satisfied also with
their legal possibilities to share information to other authorities and legal rights to use infor-
mation got from other authorities. Supervising authorities do not seem to be satisfied with
their legal rights to use information gained from other authorities, as over 60% fully or
slightly disagreed with the claim.

4.2 Knowledge gap

There is a broad number of authorities operating in supervision of work-related immigra-
tion, and each authority’s competence is defined in several laws. As a result, authorities are
not necessarily fully aware of each other’s possibilities to share information. In addition,
authorities may be unaware of what information could be valuable to others.

In the questionnaire, authorities were asked to innovate practices for better information
sharing. The results revealed that firstly it should be identified what information is needed.
It seems to be somewhat unclear which information is valuable to other authorities and also
whether some authorities already have the necessary information. To get a deeper under-
standing about the relevant information to each authority, the questionnaire included a
question about what kind of information could possibly help authorities in their operational
activities. Pre-investigation authorities reported that information about content of residence
permits as well as information about persons’ tax and/or social benefits would be valuable
for them. Also supervising authorities highlighted several types of information that would
help them conduct operational duties: information about shortcomings related to different
employers and/or lines of business and intelligence gathered by other authorities; in addi-
tion, information about the local labour market situation as well as the state of work-re-
lated immigration and the possible changes and malpractices. Supervising authorities also
emphasised the need for information about whether the employer is suspected of commit-
ting a crime, e.g., of employment discrimination or exploitation. In addition, it was pointed
out that information sharing should not be based only on individualised data, but also mass
data is needed. Authorities have reported that both important isolated information as well as
mass data should be shared via multiprofessional networks. Mass data is seldom exchanged
via registers (Kuukasjärvi et al., 2021, p. 51, 66). The importance of national multiprofes-
sional networks was also recognised by Ylinen et al. (2021). A study by Kurvinen et al. (2023)
highlighted that according to police officers’ perceptions, they cannot exchange information
(e.g., information obtained in traffic checks) on their own initiative to tax authorities.
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4.3 IT infrastructure capability and data registers

Accurate and well-timed information sharing facilitates multiprofessional proactive crimi-
nal justice approaches. The results revealed that the authorities that combat foreign labour
exploitation operate across 31 different registers and information systems. These systems
are related to authorities’ duties and may be legally accessed directly or with a limited right
of use. The complexity of information systems is illustrated in Figure 1, which reveals the
numbers and names of different registries that authorities can access.

Figure 1 illustrates clearly that the Police and Finnish Border Guard have good possibilities
to obtain information when needed, as they can legally access at least 20 registers8. We can
also analyse the usability of registers on the basis of how many authorities are legally able to
access each register. The Compliance Report service (VHS) is available to all authorities and
is “illustrative of the level of compliance of an organisation or a person with statutory obli-
gations. The report includes information on activities, financial standing and compliance
with obligations related to taxes, statutory pension, accident insurance and unemployment
insurance contributions and fees levied by Customs”9. Also, the case management system
for immigration matters (UMA) is often available, as 7 out of 9 authorities can legally access
it. The results show that all other registries are legally quite limited to reach, as less than half
of the authorities can access them. Therefore, we can say that the ‘silo effect’ characterises
the storage of information related to the supervision of work-related immigration. When
information needs to be shared between authorities, email, telephone and personal contacts
were mentioned in the questionnaires as being the most relevant tools.

Authorities highlighted in questionnaire responses that technical prohibition to access
various registers is not the only aspect related to IT infrastructure that may hamper infor-
mation sharing between authorities. In Finland, information sharing between authorities is

8. A detailed description of each register’s content is beyond the scope of this article.
9. https://www.vero.fi/en/grey-economy-crime/prevention/preventionstatistics/taxation/

• Eurodac, Heko-passi, Lipre, Patja, Politark, Politrip, Poti, RATAS, Rikitrip, Sharepoint & verkkolevyt, SIS 
II, Suvi, Tietolähderekisteri Ulkonet, UMA, Verotietokysely, VHS, Visa, Vitja-Retu, VTJPolice (20 registers)

• Eurodac, Heko-passi, iFado, Lipre, Patja, Politark, Politrip, Poti, Rajavartiotoiminnan rekisteri, 
RATAS,Rikitrip, RVL:n vihjetietojärjestelmä, SIS II, Suvi, Toivo,Ulkonet, UMA, VHS, VISA, Vitja-Retu, VTJBorder guard (21 registers)

• Eurodac, Heko-passi, iFado, Lipre, Patja, Toivo, UMA, VHSThe Customs (8 registers)

• Patja, Suvi, UMA, VHS, Visa, VTJFinnish Immigration service (6 registers)

• Alkoholi-elinkeinorekisteri, Suvi, Tulorekisteri, UMA, Ytj, Vera, VHS, Virre, VisaRegional State Administrative Agency (9 
registers)

• UMA, Ura, VHSCentres for Economic Development, 
Transport and the Environment (3 registers)

• UMA, Ura, Uspa, VHSTE-services (4 registers)

• Verotuksen tietojärjestelmä (Gen-Tax), VHSFinnish Tax Administration (2 registers)

• Verotuksen tietojärjestelmä (Gen-Tax), VHSThe Grey Economy Information unit (2 
registers)

Figure 1. Information systems and registers related to supervision of work-related immigration
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based on the principle of purpose affiliation. This means that “personal data may only be
collected and processed for a specific and lawful purpose. The data may not be processed in
a manner inconsistent with the original purpose at a later date.”10 The purpose for which
a register can be used is defined accurately, e.g., in the file description. If information is
planned to be utilised more widely than is defined in the register’s specification, utilisa-
tion is not legally necessarily possible, even if it would be technically possible. The General
Data Protection Regulation must also be taken carefully into account. One limitation pos-
sibly hampering information sharing is the quality of data. Authorities recognised that the
quality is dependent on the person who is storing the data in the register as well as his/her
understanding of how to use the register. Search features should also be clearer and further
elaborated.

5. Discussion and conclusions
Information sharing is a crucial contributory factor in multiprofessional cooperation
between authorities. If information sharing is insufficient, it will impede, e.g., attempts to
tackle labour trafficking (Cockbain et al., 2018, p. 337), or complicate the drafting of laws
(Ministry of Justice, 2019). Dean et al. (2006, p. 431, 436) found that information sharing
had a significant influence on all primary activities of the police investigation. Therefore,
it is important to understand which factors may hamper the information sharing between
authorities.

In Finland, authorities are not allowed to access or share information on the basis of their
authority alone. Therefore, due to this separation principle, authorities are in a manner of
speaking removed from each other. This study revealed several aspects that complicate infor-
mation sharing. The legal framework defining authorities’ competences in the supervision
of work-related immigration, as well as regulating their possibilities to share information,
was found to be extensive. Legislation was also found to some extent to be open to interpre-
tation. Interestingly, some authorities, even in the same administrative branch, identified
partly different laws regulating work-related immigration. There may exist many reasons for
varying responses. If supervision is addressed to a particular function or area of operations,
respondents’ duties may differ also within the same employer and, therefore, also applicable
legislation may vary. However, results may also indicate that authorities do not know this
particular legislation well enough. If it is not exactly known which laws define the legal basis
for information sharing, decisions to share or not to share information may be based on
employees’ own interpretations of the law. If authorities also fear making mistakes, informa-
tion may not be shared in such cases when it would be legally possible. An extensive study
on information exchange has been published in Finland (Kurvinen et al., 2023); the findings
of the study support the findings presented in this article. To fill in the possible legislation-
related gaps in knowledge, more training should be offered. Dean et al. (2006, pp. 433–436)
also suggested that police organisations should concentrate and facilitate learning processes,
which could increase knowledge sharing among colleagues.

The results of this study revealed that there also exist information-related knowledge gaps,
as authorities might not necessarily recognise what kind of information would be useful to
other authorities. There may also exist a reluctance to share data in cases when data is clas-
sified, as Laczko & Gramegna (2003, p. 185) also reported. Wide-ranging information is

10. See: https://tietosuoja.fi/en/purpose-limitation.
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collected, e.g., in supervision events, carried out in concert with all competent authorities,
or when each authority visits operators as part of their normal duties. However, as author-
ities do not necessarily recognise what information is useful to other authorities, informa-
tion is not necessarily stored and shared. Therefore, this study confirms the same results
obtained previously, that undeveloped collaboration between partners may hamper infor-
mation sharing.

We have also elaborated the knowledge-gap aspect from a data-content point of view
when exploring exactly what kind of information would help authorities in their operational
activities. Information about content of permits of residence as well as information about
persons’ tax and/or social benefits were found to be valuable to pre-investigation authori-
ties. Supervising authorities emphasised, e.g., the need for information about shortcomings
related to different employers and/or lines of business as well as the state of work-related
immigration and whether it has changed or been abused. Therefore, more open discussion
between authorities and their duties and competencies is essential when developing infor-
mation sharing practices. Ylinen et al. (2020, p. 19) suggested establishing a national net-
work consisting of representatives from various authorities. This study also confirms the
importance of networking.

Authorities supervising work-related immigration store and obtain information from 31
different registers. The Police and Border Guard have good possibilities to obtain informa-
tion when needed, but supervising authorities’ possibilities are more limited. Thus, the stor-
age of information related to the supervision of work-related immigration seems to suffer
from the ‘silo effect’. The vast number of registers may prevent authorities from easily shar-
ing relevant information to other relevant authorities for various reasons. Registers typically
have, e.g., specific access codes and principles to store information, in which case the quality
of data may be put at risk due to several people having access to the register and the variety
of possibilities to store information. Poor data quality can in turn hamper information shar-
ing, which is also pointed out in a study by Laczko & Gramegna (2003, p. 185). In addition,
if information is planned to be utilised more widely as defined in the register’s specification,
utilisation is not necessarily possible, even if it would be technically possible. One shared or
common register/information system could simplify and foster information sharing, as also
suggested by Laczko & Gramegna (2003, p. 191). Another possibility is to allow access to reg-
isters to all competent authorities. Whatever alternative is chosen, several IT-related aspects
that currently complicate information sharing significantly need to be taken into account,
and simplifying them needs to be considered.

Although the results of this study mostly confirm previous findings, there are some lim-
itations to this study. First, the data collection was focused only on authorities and the
empirical data was gathered at the organisational level. Thus, the individual responses and
opinions were possibly hidden, as a combined view was collected. Second, the sample was
to some extent limited as not all organisations’ responses were received. However, 50% of
the recipients responded to the questionnaire. In addition, almost all authorities’ viewpoints
were gathered as 12 out of 14 authorities responded to the questionnaire. However, caution
must be applied when interpreting the results.

Questions remain that cannot be addressed in this study. For future research, we suggest
an analysis of the factors that motivate persons to share information related to the supervi-
sion of work-related immigration. If cooperation and thus practices for information sharing
are not developed within and between authorities, decisions to withdraw from information
sharing may stem from old habits within the organisation, not necessarily from legislation
itself. Also, actors in the private and third sectors could have useful information and tip-offs
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which could be utilised in uncovering illicit activities. Therefore, the role of these operators
could be strengthened when combating labour exploitation and developing information
sharing mechanisms. Laczko & Gramegna (2003, p. 184, 190) highlighted that compila-
tion of reliable human trafficking data needs appropriate resources. Our data was not able
to address this, but resources are definitely an important aspect to include in further anal-
yses too.

To conclude, IT infrastructure capability alone is not enough to secure efficient informa-
tion sharing, as authorities also need to know and understand what information is valuable
to other authorities as well as their legal possibilities to share information. Therefore, legal
framework and technical infrastructure are closely linked, and education about these aspects
is needed.
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Appendix 1

• The Alcohol Act (Alkoholilaki 1102/2017)
• Administrative Procedure Act (Hallintolaki 434/2003)
• Act on The Grey Economy Information Unit (Laki Harmaan talouden selvitysyksiköstä

1207/2010)
• The Act on the Processing of Personal Data in the Field of Immigration Administration

(Laki henkilötietojen käsittelystä maahanmuuttohallinnossa 615/2020)
• Act on the Processing of Personal Data by the Police (Laki henkilötietojen käsittelystä

poliisitoimessa 616/2019)
• Act on the Processing of Personal Data by the Border Guard (Laki henkilötietojen

käsittelystä Rajavartiolaitoksessa 639/2019)
• Act on the Processing of Personal Data in Criminal Matters and in Connection with

Maintaining National Security (Laki henkilötietojen käsittelystä rikosasioissa ja
kansallisen turvallisuuden ylläpitämisen yhteydessä 1054/2018)

• Act on the Promotion of Immigrant Integration (Laki kotouttamisen edistämisestä
1386/2010)

• Act on Public Employment and Business Service (Laki julkisesta työvoima- ja
yrityspalvelusta 916/2012)

• Act on Cooperation between the Police, Customs and the Border Guard (Laki poliisin,
Tullin ja Rajavartiolaitoksen yhteistoiminnasta 687/2009)

• Act on the Administration of the Border Guard (Laki Rajavartiolaitoksen hallinnosta
577/2005)

• Act on Occupational Safety and Health Enforcement and Cooperation on Occupational
Safety and Health at Workplaces (Laki työsuojelun valvonnasta ja työpaikan
työsuojeluyhteistoiminnasta 44/2006)

• Act on Posting Workers (Laki työntekijöiden lähettämisestä 447/2016)
• Act on Assessment Procedure (Laki verotusmenettelystä 1558/1995)
• Act on the Public Disclosure and Confidentiality of Tax Information (Laki

verotustietojen julkisuudesta ja salassapidosta 1346/1999)
• Act on the Openness of Government Activities (Laki viranomaisten toiminnan

julkisuudesta 621/1999)
• Police Act (Poliisilaki 872/2011)
• Constitution of Finland (Suomen perustuslaki 731/1999)
• Data Protection Act (Tietosuojalaki 1050/2018)
• Security Clearance Act (Turvallisuusselvityslaki 726/2014)
• Employment Contracts Act (Työsopimuslaki 55/2001)
• Aliens Act (Ulkomaalaislaki 301/2004)
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